ABSTRACT This paper investigates the dynamics of a 3D plasma system that has a single symmetric double-wing attractor moving around symmetric equilibria. Therefore, it is reasonable to assume that changing the space between these wings can degenerate them. Motivated by this concept, we introduce a new controller on the plasma system that can shift its equilibria away from each other, and subsequently break the symmetric double-wing that resembles a butterfly into several independent chaotic attractors. To show the advantage of generating coexisting attractors, we compare between the complexity performance of the multi-stable controlled plasma system and the original plasma system that has single chaotic attractor. Simulation results show that the complexity performance of the multi-stable controlled plasma system is higher than the original system. As a result, and from cryptographic point of view, chaotic ciphers with applying more than one set of initial conditions provide a higher level of security than applying only one set of initial conditions. As an example, we present a new approach for generating S-box based on the multistability behavior of the controlled plasma system. Performance analysis shows that the proposed S-box algorithm can achieve a higher security level and has a better performance than some of the latest algorithms.
I. INTRODUCTION
Chaos is an inherent random phenomenon in many natural and non-natural nonlinear dynamical systems. Typically, these nonlinear systems generate chaotic behaviors due to some internal factors in their dynamics [1] , which make them unique and fascinating. Such internal factors are density of periodic points, topological mixing, and high sensitivity dependence. Therefore, chaotic systems have attracted researchers' attention from different areas such as physical models [2] - [4] , mathematical cryptography [5] , [6] , communications [7] - [9] , laser applications [10] , [11] , and many others.
In the last few years, there has been renewed interest to investigate the sensitivity of chaotic and hyperchaotic systems [12] . In fact, it was very strange to discover that many chaotic and hyperchaotic systems can possess more
The associate editor coordinating the review of this article and approving it for publication was Sun Junwei. than one solution for a specific set of parameters and different initial values [13] , [14] . This nonlinear phenomenon is known as coexisting attractors or multistability behavior. The first clue about presence coexisting attractors in chaotic systems was appeared through a Q-switched laser model [15] . With further investigations of multistability behaviors, it was reported that both continuous and discrete systems can produce various types of coexisting attractors such as coexisting multiple chaotic attractors, coexisting hyperchaotic with chaotic attractors, and coexisting chaotic or hyperchaotic with non-chaotic attractors. Some examples of multi-stable systems are as follows. Li et al. [16] revealed that the 3D Lorenz system can generate coexisting multiple limit cycles, or coexisting multiple chaotic attractors for some specific parameters. Wang et al. [17] introduced hyperbolic function to a 3D chaotic system to present coexistence of limit cycles or chaotic attractors. Pham et al. [18] proposed a 3D chaotic system with bistable hidden chaotic attractors. Natiq et al. [19] demonstrated that a simple chaotic system can exhibit extreme multistability behaviors. Furthermore, uncommon multistability behavior has been obtained in high-dimensional discrete hyperchaotic systems in which the coexistence of hyperchaotic attractor and periodic behavior is observed [20] , [21] .
Chaos control is an important subject in studying the dynamics of chaotic systems, which can be divided into two types: driving a chaotic system to required dynamics, which is known as chaotification [22] - [24] ; proposing strategies to suppress chaos when it is undesirable [25] . Some examples of the first type are as follows. Chen et al. [26] constructed a 4D hyperchaotic system by introducing a feedback controller on the 3D Lü system. Qi et al. [27] illustrated that introducing a simple constant controller on a 4D chaotic system causes multistability behavior of coexisting asymmetric chaotic attractors. Zang et al. [28] constructed a 4D hidden chaotic attractor with extreme multistability behaviors by introducing a feedback controller on a 3D autonomous chaotic system. Natiq et al. [29] introduced two nonlinear controllers on a 3D chaotic system to generate coexistence of two or four chaotic attractors. Some examples of the second type are as follows. Sharma et al. [30] established a linear controller to stabilize chaotic behaviors in a 3D hidden chaotic system. Yadav et al. [31] proposed a feedback controller that can control coexisting attractors in multi-stable autonomous and non-autonomous systems.
However, since multi-stable chaotic systems have higher sensitivity to the initial conditions than chaotic systems with single attractor, the multi-stable chaotic systems should have wider applications in different fields of science and engineering, especially in cryptography and communication. However, we found that employing multi-stable chaotic systems in cryptographic applications is still in its infancy. Therefore, this paper proposes a new S-box algorithm based on a 3D controlled plasma system that generates various types of multistability behaviors. The main contributions of this work are summarized as follows. 1) We study the dynamical properties of a 3D chaotic plasma system and investigate its chaotic behavior. 2) We introduce a new nonlinear controller on the 3D plasma perturbation system to shift its equilibria away from each other, which means that the butterfly shape of the plasma perturbation model can be broken into several coexisting chaotic attractors. 3) To compare between the complexity performance of the plasma system with single attractor and the controlled plasma system with coexisting four attractors, we employ the Fuzzy Entropy measure to evaluate them. 4) We design a new S-box generation algorithm based on the phenomenon of multistability behavior of the controlled chaotic plasma system. This paper is structured as follows: Section II presents a 3D plasma model and studies its dynamical properties. Section III investigates the effect of introducing a new nonlinear controller on the 3D chaotic plasma system. Section IV provides a visualized comparison about the complexity of the original plasma system and the controlled plasma system. In Section V presents a new S-box algorithm based on the multistability behaviors of the controlled plasma system. The conclusions are presented in Section VI.
II. THE QUASI-PERIODIC PLASMA MODEL
Mathematically, the 3D plasma perturbation model [32] is defined by the following equations
where x, y, and z are state variables, and the parameters δ, h, η are positive real values. The dynamics of the system (1) can be better illustrated by presenting its characteristics. The system (1) becomes dissipative when (δ+η+y 2 ) is greater than zero. Furthermore, under the transformation (x, y, z) −→ (−x, −y, z), the system (1) will remain unchanged, which means that the system has rotational symmetry about the z-axis.
A. THE EQUILIBRIA AND ITS STABILITY
The equilibria of the system (1) can be obtained by solving the following equations:
Consequently, it is easy to find the following results.
Lemma 1: The following statements are true.
1) The system (1) has only one equilibrium point
To investigate the stability of the system 1 at an arbitrary equilibrium point, we should calculate its Jacobian matrix, which is defined by
Proposition 1: Let δ > 0, h > 0, and η > 0. Then, the following statements are true.
1)
The equilibrium point E 1 is a stable when h < 1 and
The equilibria E 2, 3 are stable when h > 1 and 
Proof:
The Jacobian matrix of the system (1) at the equilibrium point E 1 is given by
Thus, the eigenvalues of the matrix J (E 1 ) are
Since the parameter η is positive, then λ 1 has always negative real part. Moreover, the second and third eigenvalues have negative real parts when h < 1 and δ 2 + 4h > 4. Now, the characteristic equation of the system (1) at the equilibria E 2,3 is given by
By Routh-Hurwitz criterion, the eigenvalues of the system (1) at the equilibria E 2,3 have negative real parts if and only if
Since all the parameters δ, h, η are positive, it is easy to find that the Routh-Hurwitz conditions hold when 2ηh−2η δηh·(ηh+δ) < 1.
B. DYNAMICAL BEHAVIOR
In the dynamical system theory, the behavior of a system can be described using two important measures, which are the Lyapunov exponents and bifurcation diagram. The Lyapunov exponent is the quantity that measures the exponential rates of convergence or divergence of adjacent trajectories of a system. Meanwhile, the bifurcation diagram is used to demonstrate the behavior of system by plotting the local maximum values of the state variable x.
The Lyapunov exponents and bifurcation diagram of the 3D quasi-periodic plasma model in Eq. (1) for the initial values (1, 0.5, 1) and with respect to the parameters h, η, and δ are plotted in Figure 1 . It is obvious that the system (1) shows limit cycle, quasi-periodic, and chaotic attractors.
III. BROKEN BUTTERFLY ATTRACTOR
The attractor of a chaotic system can be broken into the several independent attractors by moving the system equilibria away from each other [27] . Consequently, we should establish a controller that can change the positions of the equilibria without changing their properties. Based on system (1), by introducing a new nonlinear controller (x) into the third equation of the system (1), the controlled system can be written as
where the nonlinear controller (x) = sin(x + π 2 ), and the parameter β is positive real value.
The equilibria of the controlled system (2) can be obtained by solving the following equations:
Thus, we can easily obtain the following results.
The following statements are true.
1) The controlled system (2) has one shifted equilibrium point
However, linearizing the system (2) at an arbitrary equilibrium point (x * , y * , z * ) is obtained by the following Jacobian matrix:
Proposition 2: Let δ > 0, h > 0, η > 0, and β > 0, then 1) the shifted equilibrium point SE 1 is stable when (h + β η ) < 1; 2) the shifted equilibria SE 2,3 are stable when
Proof: To obtain the characteristic equations at SE 1 and SE 2,3 , we should solve the following two equations:
Obviously, the real part of an eigenvalue in Eq. (3) 
Obviously, the above inequalities of Routh-Hurwitz criterion can be held true only when 2ηh+2β−2η δ(ηh+β)·(ηh+δ+β) < 1. Based on Lemma 2 and Proposition 2, the number of the equilibria of the system (2) is equal to the number of the equilibria of the system (1) with the shifting of β η in the z-axis of SE 1 , and y-axis of SE 2, 3 . Therefore, it can be concluded that the proposed nonlinear controller keeps the basic dynamics of the plasma system intact.
A. BREAKING THE BUTTERFLY INTO COEXISTING FOUR ATTRACTORS
The basins of attraction of the system (2) on the x-y plane are plotted in Figure 2 when δ = 0.5, η = 0.1, h = 2.2, and β = 0.81. It can be seen that the system 2 produces various colors, which represent different independent attractors. To examine the state of these attractors, we depict the coexisting bifurcation models of the state variable x with the initial values (−2, 0.5, −1) (blue), (−2, 1.2, −1) (red), (−2, 2, −1) (purple), and (−2, 3, −1) (green), as illustrated in Figure 3 . In this figure, the system (2) exhibits two different multistability behaviors. For h ∈ [2.18, 2.22], the system shows coexistence of four chaotic attractors, whereas, the coexistence of two periodic behaviors with two chaotic attractors can be observed when h ∈ (2.22, 2.28]. To further illustrate the efficiency of the proposed controller, the phase spaces of the system (1) and (2) are depicted in Figure 4 . In this figure, the initial values are chosen to be VOLUME 7, 2019 Therefore, it can be concluded that shifting the equilibria of the system away from each other can break its attractors into several independent attractors.
B. BREAKING THE BUTTERFLY INTO COEXISTING THREE ATTRACTORS
In fact, the single chaotic attractor of the system can be degenerated into less than four attractors, whenever its equilibria are stretched away enough from each other. Figure 5 (a) and (b) plot the basins of attraction of the system (2) on the x-y plane for the parameters h = 2.3 and h = 2.46, respectively. In the Figure 5 (a) , the blue and green represent the chaotic attractors, whereas, the yellow, white blue and purple represent double limit cycles. Meanwhile, the white blue, red, green, and purple in Figure 5 (b) represent the chaotic attractors of the system (2). To further demonstrate the diversity of multistability behaviors of the system 2, the bifurcation diagram versus h and for the initial values (2, 0.2, −1) (blue), (2, 4, 2) (red), (−2, 4, −2) (black) are plotted in Figure 6 . It is obvious that the system (2) exhibits coexistence of symmetric period-doubling bifurcation and single strange attractor when h = 2.3. Besides that, the coexistence of symmetric pair of coexisting strange attractors and single chaotic attractor can be observed when h = 2.46.
Furthermore, the corresponding phase spaces of the systems (2) for the parameters h = 2.3 and h = 2.46 are plotted in Figure 7 . As can be seen in Figure 7 (a)-(c) , the system quite agrees with the bifurcation digram in which it exhibits coexistence of symmetric pair of coexisting double limit cycle with single chaotic attractor, and the equilibria of the system are (0, 0, 2.3) and (0, ±2.91, 1). Meanwhile, the system exhibits coexistence of single strange attractor with symmetric pair of coexisting strange attractors when its equilibria are (0, 0, 2.46) and (0, ±2.94, 1), as shown in Figure 7 (d)-(f) .
IV. COMPLEXITY BASED FUZZY ENTROPY MEASURE
As can be seen in the previous section, the controlled system (2) produces different kinds of multistability, hence this system has high sensitivity dependence. Consequently, the generated sequences from the system (2) would be very suitable for chaos-based cryptography. Furthermore, this section examines the complexity performance of the coexisting chaotic attractors of the controlled system (2) to FIGURE 5. Cross-section for z = −1 of the basins of attraction of the system (2) with δ = 0.5, η = 0.1, and β = 0.72: (a) for h = 2.3, the system shows strange attractors (blue and green), and double limit cycles (yellow, white blue, and purple); (b) for h = 2.46, the system exhibits strange attractors (red, green, white blue, and purple). produce sensitive and complex sequences for cryptography applications.
Generally, Fuzzy Entropy (FuzzyEn), which was presented by Chen et al. [33] , is employed to measure how much extra information is wanted to predict the generated sequences of a system. Therefore, suppose that the time series {x(i), i = 0, 1, 2, . . . , N − 1} with a length of N , then FuzzyEn algorithm is calculated according to the following steps.
1) Phase-space reconstruction: for a given embedding dimension m, the reconstruction sequences are denoted as x(i + j). 2) Defining similarity: the similarity between X (i) and X (j) with a tolerance r is estimated according to
where d[X (i), X (j)] is the distance between X (i) and X (j) and it is defined as
3) Calculating θ(m, r): according to the obtained similarities, we can get
then calculate θ(m, r) by
4) Calculating FuzzyEn: repeating the above steps we can get θ(m + 1, r), then fuzzy entropy is defined as
Typically, the secret keys of the existing chaos basedcryptography algorithms are generated by the parameters and a certain set of the initial values of the employed system. Therefore, it is interesting to ask which algorithm can produce more complex chaotic sequences. We mean the algorithm with a certain set of the initial values or the algorithm with more than one set of the initial values. Here, we attempt to answer this question by comparing between the complexity of the single butterfly attractor (SBA) of the system (1) and the complexity of the multi-attractor butterfly (MAB) of the system (2).
To illustrate the complexity of the SBA and MAB, Figure 8 depicts the visualization comparison of their FuzzyEn results. In our study, we fix the embedding dimension m = 3 and tolerance parameter r = 0.25. Based on complexity results, it is obvious that the coexistence of chaotic attractors that form butterfly attractor is more complex that the single butterfly attractor. That means, the chaotic sequences, which are generate from the algorithm with more that one set of initial values, are more complex than the algorithm with only one set of initial values. 
V. DESIGN OF A NEW S-BOX GENERATION ALGORITHM
In this section, we introduce a new algorithm for generating random chaotic S-box design based on the multi-stable chaotic system (2).
A. CHAOS-BASED PSEUDO-RANDOM NUMBER SEQUENCES
Numerous chaotic systems have been employed to produce pseudo-random number sequences (PRNS). In fact, chaos-based PRNS is required in many cryptographic applications such as data hiding, auxiliary quantities employing in generating digital signatures, and common cryptosystems using keys [34] , [35] .
Algorithm 1 Chaos-Based PRNS

Input:
The initial values (−2, y 0 , −1) of the system (2) with the system parameters. Output: Four PRNS are generated, namely, TCS (1) , TCS (2) , TCS (3) , and TCS(4). 1: for i = 1 to 4 do 2: Generate the chaotic sequence CS(i) from the z-axis of the system (2) by choosing a suitable initial value y 0i from the region [−3, 3]; 3: Convert the floating number CS(i) into a 32-bit binary; 4: Produce the TCS(i) by truncating the last 16 th digital number of the generated binary string; 5: end for However, unlike the current algorithms, this section employs the four coexisting chaotic attractors of the system (2) to design a new chaos-based PRNS that has high sensitivity and complexity performance.
Firstly, four chaotic sequences are truncated form different multistability regions. In other words, the system (2) generates four chaotic sequences by selecting four different sets of initial conditions, as illustrated in Algorithm 1. Besides that, to ensure that the four truncated sequences are random, we apply NIST-800-22 [36] , which contains several statistical tests that give actual estimation about the randomness of the chaotic sequence. Each test provides a p-value, which can discover the non-random regions of a binary sequence from several sides. If the p-value is greater than 0.01, hence the truncated sequence is pass the test; otherwise, the truncated sequence is non-random. Table 1 lists the NIST-800-22 results of the TCS(1), TCS (2) , TCS (3) , and TCS(4) when the generated binary sequences are of the length 1, 000, 000 bits. Meanwhile, we select the parameters of system (2) to be η = 0.1, δ = 0.5, h = 2.2, and β = 0.81. It is obvious that the TCS(1), TCS (2) , TCS (3) , and TCS (4) can pass all the statistical tests.
Moreover, according to Fuzzy Entropy result, the generated PRNS from different multistability regions is more complex. Therefore, a composited PRNS matrix is generated by using XOR operation to the binary sequences TCS(1), TCS (2) , TCS (3) , and TCS (4) , as demonstrated in Algorithm 2. It is clear that Algorithm 2 is simple, in which the time complexity of this Algorithm can be described by O(n) + (m) for n = 256.
B. S-BOX GENERATION METHOD
Finally, the preliminary S-box (PS) can be obtained by converting the entries of PM to decimal values, and subsequently these values are scrambled to generate the S-box. The 
V = xor(xor(TCS(1), TCS(2)), xor(TCS(3), TCS(4)));
4:
if (V is available in Pm) then 5: Go step 2. flowchart of the proposed S-Box design algorithm is shown in Figure 9 . The detailed procedure is described as follows: •
Step 3: Calculate the step size D 2 (j) of the column j, (j = 1, 2, . . . , 16), by Eq. (12) which is defined as
• Step 4: Shift each entry in the column j of the shifted-rows PS from up to down with D 1 (j) positions.
• , the proposed S-box is generated and shown in Table 2 .
C. THE GENERATED S-BOX PERFORMANCE ANALYSIS
In this section, several performance evaluations such as nonlinearity, strict avalanche criterion (SAC), and outputs bit independence criterion (BIC) are employed to demonstrate the effectiveness of the proposed S-box design.
1) NONLINEARITY
Nonlinearity is one of the most important features in the S-box value evaluation criteria [37] . Mathematically, it can be defined by
where the dot product between x and ω is defined by
Thus, the nonlinearity is calculated by
Nonlinearity values of the generated S-Box by the proposed algorithm are 106, 108, 104, 108, 106, 104, 110, 104. However, Table 3 compares the nonlinearity of the proposed S-box design with other existing chaos based S-box methods. It can be seen from Table 3 that the average value of the proposed S-box is greater than other existing methods. Based on this evaluation, it can be concluded that the proposed S-box design has good nonlinearity performance. 
2) STRICT AVALANCHE CRITERIA
Generally, strict avalanche criteria (SAC), which was proposed by Webster and Tavares [38] , is applied to measure the probability of change in output bits based on the change in input bits. Typically, this method measures the probability of a change in half of the output bits when a single change occurs from the input bits. When the calculated coefficient is close to 0.5, hence the S-box successfully meets SAC criterion. Dependence matrix with the size of (8 × 8) is obtained from the generated S-Box by the proposed algorithm. In this matrix, the minimum, maximum, and average values are 0.4028, 0.5783, and 0.4978, respectively. Moreover, Table 4 shows that the SAC values of the proposed S-boxes and other existing methods. It is clear that the proposed S-box has better SAC than other methods.
3) BIT INDEPENDENCE CRITERIA
The bit independence criteria (BIC), which was presented by Webster and Tavares [38] , is another method used to evaluate the independent change of the output bits of S-boxes when a single input bit change. In the other word, the BIC checks if the set of vectors generated with the reverse bit of a plain text is independent from all avalanche variable sets.
The comparison results of BIC-SAC and BIC-nonlinearity of the proposed S-box design and the other existing method are presented in Table 5 . As can be seen, the proposed S-box design has better BIC-SAC and BIC-nonlinearity values, which means that it can be employed in practical cryptographic applications. 
VI. CONCLUSION
In this paper, we have studied the basic dynamical properties of a 3D plasma system that has three equilibria with a butterfly attractor. In the endeavor of chaotification, a new trigonometric function has established carefully as controller to move the equilibria of the system away from each others. As a result, the butterfly attractor of the system is broken into several coexisting attractors in which the coexistence of symmetric periodic attractors with a single chaotic attractor, and the coexistence of four chaotic attractors can be observed. However, the secret keys of the existing chaos based-cryptography algorithms are generated by a certain set of the initial values of the employed system, which means that these algorithms always apply single chaotic attractor. Therefore, this work has shown that using coexisting several chaotic attractors can increase the sensitivity and complexity of the employed chaotic sequence. To demonstrate the effectiveness of applying more than one set of the initial values, we have presented a new approach for generating S-box based on the multistability behavior of the controlled plasma system. Performance analysis has shows that the proposed S-box algorithm would be a suitable for real cryptographic applications.
